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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission



Sl 05y Co oo — (gl yg08 — GledMbl 5,908 » o laslicw] (9905 S8 (ygumnoS

«OleMb!

‘;Mloa L/ g Coomw

Sl (5,5L8 (lajle 0038l (33, Dleas IS 10

Olpl Sledbl (g,0L8 losle o laibwl (pgas Wbl )l

Olpl Sledbl 6,0l losle olaibinl pgas Wbl )l

Olpl Sledbl 6,0l losle o laibiwl pgas Wbl )l

SleMbl (5,9l8 g Slols ) Slidio dnwga 059, poe

Ol Sledbl g,5ld el o laslis] s bl I

s

M)

dazme o boYed

(&b 3 (owiies miladd 392

:)ﬁﬁ
Lb).\w Qoo 56)A..iw‘).m

Ol e fgumals (owiiger i)

Ot 8

(G it oiled)

yobiwoly Joox

(Ca e el 358)

agl i Slale

(Ol e 3y (owdige uilu)

b:)& (G

(Ol 3 (gwdige (iled 398)

Az <00l ,Ks
(FgepolS (gwiigee il (359)

M ol g sla 3

Gl e gl gt il 358

SMe ¢ 2LS
(S9SN 3 (ot uilind)



Al Sl (g 5l8 yleslo o laibiasl a5 poliss IS s g
(A (53015 il (398)

OlRleis = FoaalS (swigen (il

M‘ » u)Ua.J 9 lbé)ld.)l.“.u‘ U"?J" o)L)‘ M=) é\.u..‘o‘@l.a) @‘)J“A
olr! Sledbl 5 )5L8 lejlo o g (So5d ol 359

(Ol 3 (gwiige (ilud 398)

‘éJ.C ‘(_5).0L;
(Ol plre 30 (6 5559)

(&) o plol olKzils ke Sl guae



AR

AR

AR

VO

YA

14

Yy

A

Q\g,:.c
olrl sl (Lo olojlo b L]
(RN (S8 (ygrmmaS

dodlo

3,5 dals 5 Bua )

ol ezl e ¥

@,y g SleMasl ¥

Sledbl cosel SgilB gl VY

Sledbl ol slas ) 4 (5955l 09,5 Y-F
SleMb| ol sl g, Y-Y

oSl el olas, Y

5 9 ¥

4l peolio V-F

Slosl Y-F

sl LSl (69,505, bl Y-F

<550 F-F

=l -

Sledbl ool slaslas, 5l ola Jlie #-F
3l oolel g (5505800 1 Al o O

GlS ldled (S 555000

Sledbl ol slas ;) Co e siodas V-0
b ciwls o b Oledbl cosl slas, Co paw g3le 4z LSS ¥-0
SleMbl cosol slas ) g pas so,l9z b T-0
ISIRT Izl 0-0

(Slbos sloiiy oz 5D b Slacay Koy 28 Sloos, £-0



Yy

Y

Y¥

Y

Yy

YA

A

A

\Al

\f2

A

A

Y

Y

2

2

70

55

55

Y

A

Al

\id

0

VoA

Y

O30l 5 Gla, Dbl V-0

o szl (o931 A0

015 5 5k, sl (gal> e 7

lS slaclad (S 950 V-7

ol g, L;)'L»)Liﬂ Y-#

olayg, B 0,55 Y-F

e 9 (2l al>ye ¥

Gols leladl IS 400 V-V

POC Ly adgl pusas 5 b3, Y-V

ISIRT Lug olas, sl g bl Y-V

@855l sal> e A

G lS leladl IS 5550 V-A

Lo 05Kl Y-A

odds aisgal sla s sal> 0 A

GolS o dlad (IS5 59,0 V-4

iy SleMbl al S9iB jgel sl Judos Y-Q

odds aiSgal slo o ololis ¥-1

SleMbl ool &ylas 5,15 50 g oloul 9 slulis F-9
Co e 6,5530 zuliy Sledll ol o bls Cu e )5 dgue Sl 5 slolis 8-9
Sledbl cosol slas; Co e g0 lsz o S99 (oluliss £-9
Loguge ymlow V-9

(S Gl gy

(S & Cowgn

(SN & Cansy

(ujl;)ual) O Cawgn

(SN & Cavsgy



Ol omy Ui &S «Oldbl cossl olas ) Copae = giinl g8 — Sledbl (g 5l o sl

5oy g Cemgd )0 g 0dd (ngdi g A lnl Sledbl (55l ol Lawg bgr e SlaygemaeS s
48,5 18 Cogal 5,50 VYAV /Y 50 00ls (5)51,8 5 ailil, o laslisl Lo e oMl oty

cyas olpl olatinl e losle Oljj80 5 (il ZMol 5l ¥ odole G sloul 4 Sl el

cog gn piiin Sl (Je o jlaslisl laie 4 AYYY oo pegs

Ol JeoSS g lal sl o5 s3leiag j2 g ol salss S waa po) @Bl )3 Glnl e slas laitel
(ol plin .G85 aalgs )18 dxgi 050 bgs e (B guaeS o AT Busd e e &3l o laslisl
23,5 soliiul Jo (slas lailiwl Jassass o 31 5l e lgen ol iy

vl gz aid )3 18 oolatil 5,90 o lailinl ul dws gl aS 35 g ae

ISO/IEC 27035:2011, Information technology — Security techniques — Information security
incident management



slaaloln (aledbl 51 U5 cblax olgas an Sledbl cocel slo S L by ciwdas IS gba
3,0 Jloizl wiads (g5l ools o yuS aS ol 5l am oS aialyss fueds |y aSis b Sloas ¢ Sleds|
Ciol Sl dmes 0 g 5l o 1) Gledlbl el 0l oo a5 aiiles (Bb (5,500 slas pdy ]
S35 7 e 3 e osllanls 51 gl shoty il e IS ol S gl | S
b8 aslinl olaags 5l (A anos sbbdiged £485 c0gdleay il aiils lojle [5 genS Cllos
g5 ;o U Sl oleolas ) e 4o Sauw, ce bl S5 Sobel sae sl pisbobus
2 el ols walss il 8 ogally job 4y |y glhasli IS geanS 3 542y 5 w0l oo | 25Kl
T 4 0dd 5yl p g a8l lojle (60,50, Cunl g Cenl (gum Oledbl coal 5,90 y0 a5 Jlojle

Ml el slaslaz, (23l 5 (355 wsslo sl 0

b e (Olye o pae glaaise; 5l Coles jo (Jlie sl ) &l36 oLk

9 doileass 6)‘0)_:0)_@ wa] JALC u‘j...c Ly S Sleds| M‘ LSL%G)J..\JMT L_J"’)‘)f L]

L“Q" @ guo 9,95 p g (b))

St 9 il oSy Sl 55 Ginses Wo pdyam] § Sledbl Coial Slas 5l 28 w)s @
Sledbol coal Blas )y pae S 0,805,

oy ol 0SS o w22 AL T slaasy ol Cledbl coal slas ) Co pow sgeid, o o)lailinl oyl
wap)‘ymcﬂ&dwscﬁéusMouﬁfﬁ)o
] G e ¢ Sual By o e ogdle 8 lasliwl pl yo «ledlbl ol Blas ;) Cu o O)le

Dgdee Jold 3 1) s pdy

1- Response



Sledb! ol 015 5 o pow— ol g — wledMbl g ,9Ld
Oy, dwlo g o )
16l el ol (g3 540l g a8l LSl (60,09, ymand o laslisl (] paad 5l Bun
(oDl ol loolosy o, ey lS el IS05T -l
(SleMbl cossl glaslas ) 4 o6l 9 Co e -0
g tleMbl coel slos iyl Co pan 5 b, s sle, ST -0

slolas L‘bsﬁ;\gw—‘ Cu e Azl Glaie @ olas ) Copae g Sledlbl casel jaiie Sgupe — O
Sledb! ol

-0 o8 lhugie o 5,5 slaglele sl p | Cledol cosnl slas ) cu poe slecaly Lo o) laslinl oyl
€9 g o3l Cd 4y algi co DleMbl Cocal 0 bblre Condge b oadal, o0 S>eS slalele aules
moolatul o ojlaslinl (b jo oas eols 708 sl lg, g deaiy] 3 olinl 5 glacgass 3l 095 S g
Sl ooz Cupoe Gleds a5 gy slaglesle LSl o e Slealy Lo o jlasbinl cpl oS

AR o)l 8 (S o el )8 1) Sleds|

IPlezle Y

ey el 00 03l gl o] 4y Lo 5 laslil ol e 5o a5 el ke sl 15 oely)l Saleds

29d g0 ogmrme (o ojlailinl Gl I (i ke ol

ol Gam sla a5 aaz5 g o asMol il oo ools gl )l jLaasl o b SO L gonled 4 a5 S5 g0 4o
sals ooly gl o T a4 jLacsl gu b S8 g0 a5 sanled 3,50 0 Cawas (o o,lailiul cpl a5 5 g0
il ol dl o lastinl nl gl 5 &z o 5l oolasul

ISO/IEC 27000 , Information technology — Security techniques — Information security
management systems— Overview and vocabulary?

1 - Incident
3,13 3925 ISO/IEC 27000:2009 Lol oS 00 b Jobao VYRY Jlo s YV v v o)l ol Lo o lastiul =7

\



Gyl g oMol ¥

5 SMaol ASO/IEC 27000 o luiliw! jo s ool cayjlas g SlMlasl 5 ogdle o ailiwl opl o

199,050 JB 4 5 ) )l
\-¥

'OleMb! ol SeilE g0l

. v PR Y. - . . . &
Y-y
" Ol sl Slas 5 & 2 955wl 09,5
ISIRT
Jsb ;o 1, oledbl el slaslas, a5 losle licedsl 550 g canlin Sylen syl slacl 51 249,85
Gl 3oz, wnT s a8 el ol 60,5, ISIRT celonicinoys Lo oyluilil ol o a5 wisSilan - 5970k

asbasls gelae Ban g 0,5 aely (gogas U beolas, aoplle o canl S (line glaaligiarsS
w5l ISIRT G, b a8s 4 g asline Jme ple job a5 ladligiarsS

Glaolas ) oves jsbay il sl o s¥5euly 05,5 S (CERT) (slaill, sl oo55ely 05,5 @
Gl 65 arie e iyl ol (See S 035 505 SUCT) @lbls,l 5 Slodlbl s,0lid
Aol aisls 59 CERT

Glab), Cael slas ) 4y sl 05,5 S T(CSIRT) (laill, cocel slas, 4y 555l 05,5 @

laall) coal slaz ) colad 5 SLE)IS L 28Bmly 5 6050 il e S &5 Gloss (lojls

6 ld Wlg3 o 45 g o )l sload iy a3 | Ss 035> (lp Jsereysba Sleas nl an

Lt tghy slasd 4588 b aiane Sy 1 djgel plojlo b o ss plojle 28,0 S wiile Lo
Al Ay wile oo |y Cwa gloy a5 (g e SO

1- Information Security Forensics
2- Capture
3 -Information Security Incident Response Team

4- Computer Emergency Response Team

5 -Information and Communication Technology
6- Computer Security Incident Response Team
7- Constituency
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1- Event
2- Compromising



el

Sgb (o0

A.bé‘so

awlgs b pladl

P Sl coul (g dy ol

2]

OleMb! cacol Slay g,

BUL (GUdy 00

Ol &

OleMb| Caciol slus, 9

Casol g9 Mg
OleMb!

wlyl

Y

S gl

Sl sl Blaz ) S @y 0,35y 40 00,556 Al Dlegoge ;U o Wil 349 LS 5l 0o s aile Silegoge

W9 oo

SleMb! el Slaz ;) (g0 iy SO 4o Slegdge alal, - ) S

Slaal Y-F

sl g, 9 b S« glojle Sledlbl el (S o ply 51 oS el lgie 4 el gy lojle
Cosal .>|..\>'-) S pda 6‘)% XN dﬁ)ubﬁ “s> g ub)l.o-h.; 69,509, Slul oS |) (e 3O Gll)_?l
L 5e,S dgame by 0,8 ol Ayl Gus S geanS S Slate 5l 4 S Caysi 1) el

1-Impact

Sl olaz | 5l iU s jf b palias sloais jo ialS Cga Sledbl csl slaolas

5o )le Sledlbl cossl glaslas ) e saio Sl 0 SaieS (gl 0 adgl slapad

‘Q%S Sgdoe g ;Q.99~c L]

(OO Sada, @




9005 S 9 Julos @

O0ge S5 @

25 Dlye 5l dgdee dpogi 5 wiies Sowslie ealignjaly oo g aldl lEle 5 Sy, Sy Sloal
WS Jol> el

9 0 4 ool 48,5 Sygo bl 300 40 Jge (Sow, o 0ad, ST Sledbl Coutel slaslayg, —cal

e b et T a5 | games, Sledbl Cutel slas ) leie a4 wb bl aSyl Lol s s

Gl Loyl 4 5 00 bl (g, o 5 g o yicamslie 4y c0als plulids Sledlbl sl glaslas ) -
g oo ool

oS ahewg 4 ol B gcnS Slbee 5 Glojle p Sledlbl ol Glaslas ) collasl 36 -0

GV 5o 0gdll Hob 4 s, L 5655l 5l Sled lgie a4 by S ol ailoads aieS sl
S lme Co e gdelip b aebp b lad e yolie b caslin

g oo Sy 5 b)) el jebay Sledbl ol sbas iyl (B -

5 &ylwesls dgupe oyl F 5l san ] Sledbl ol slaslas, 5l 6 Kiw slacs 3 ial58l ol S
Lol Sl Copsl slas ) Co o (LS (60 )lgz o 35 9 Oledlol Cosol sl J iS5l oslal

L Sledbl counl glaslas ) a5 wigd predae lalelo conl fgy caline pl 4 Sbcaws 4 S5 5l
Qs S 15050 D yg0 a5 (6 JAT ST il g olas ) gaain 5 aied, cuwlin slas lastiul 31 eolazul
5 ol gl e Gloj 0,980 STy eals (5 5laez slassls | \CLQkS.).)J.o olou! 4y aS' (6, 5bds loas
SdysS o y8aley plin g0 yl, 6pS el dnld 4 S5 gl 1) okl Sledlll

A5 oo o2l y8 Ol ol

oS Gl L ylojles sl slosmly 50,5 wal 8 Jo o lailiwl (ol b las o Koo Bon a5 09 oo (55l0k
elplo ) YWAY JLo YV- o) o)leds olpl e olasbiwl jo sais jaseine Slol il cole, anw; jo 1 Loy
Jolis S5 ) aiS S (WYAY JL :YV- oY o leds ol pl (o o laslinl glocaly Jawgs ouls Slociiy
Copde b dad e sloas Bl Slels )| Jgu 0gd oo Sledbl cosnl slas ) o pae b Las jo Sl

1- Detected

2- Classified
3- Categorized
4- Metrics
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2-Trends
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1- Investigations
2- Strengthening evidence

3- Justifications
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1-Intrusion Detection System(IDS)

2- Intrusion Detection and Prevention (IDP)
3-Honeypots

4-Tarpits

5- log monitoring systems

6- Correlations Engines
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1- Audit trail

2-Help desk

3- Websites

4- Defacement archive
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1- Reconnaissance

2- Topology Surrounding

3- Immediate Network Environment
4- Dumping

5- Domain Name System (DNS)
6-File Transfer Protocol (FTP)

7- Across a Network Address Range
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1-Bedin

2- Electromagnetic radiation
3- Electromagnetic pulse

4- Electronic jamming

5- Voltage fluctuation

6- Thermal radiation
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1- Botnet

2- Malicious code embedded web
3- Malicious code hosting site

4- Zombie

5- Bot programs
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[2] ISO/IEC 20000 (all parts), Information technology — Service management

[3] ISO/PAS 22399, Societal security — Guidelines for incident preparedness and
operational continuity management
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[7] ISO/IEC 27004, Information technology — Security techniques — Information security
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[16] TERENA's Incident Object Description Exchange Format Data Model and XML
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