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1- International Organization for Standardization

2- International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4- Contact point

5- Codex Alimentarius Commission
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ISO/IEC 10736:1995, Information technology — Telecommunications and information
exchange between systems — Transport layer security protocol.
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1 - Transmission
2 - Transport Protocol Data Unit (TPDU)
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- Key management

- Integrity

- Confidentiality

- Authentication

- Access control

- Comité Consultatif International Téléphonique et Télégraphique
- Cryptographic mechanisms

- Labelling

- Security Association-Protocol
10 - Rekeying

11 - Security Association
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2-1 ITU-T Recommendation X.214 (1993) | ISO 8072:1994, Information technology - Open
Systems Interconnection - Transport Service definition.

2-1ITU-T Recommendation X.234 (1993) | ISO/IEC 8602:1995, Information technology -
Protocol for providing the OSI connectionless - mode transport Service.

2-3 CCITT Recommendation X.200 (1988), Reference Model of Open Systems
Interconnection for CCITT applications.

1 - Security control information (SCI)
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2-4 1SO/IEC 7498- 1: 1994, Information technology - Open Systems Interconnection - Basic
Reference Model - Part 1: The Basic Model.

2-5 CCITT Recommendation X.800 (1991), Security architecture for Open Systems
Interconnection for KITT applications.

2-6 1SO 7498-2: 1989, Information processing Systems - Open Systems Interconnection —
Basic Reference Model - Part 2: Security Architecture.

2-7 ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode
transport Service.

2-8 ISO/IEC 8073: 1992, Information technology - Telecommunications and information
exchange between Systems - Open Systems Interconnection - Protocol for providing the
connection-mode transport Service.

2-9 CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One
(ASN. 1).

2-10 ISO/IEC 8824: 1990, Information technology - Open Systems Interconnection -
Specification of Abstract Syntax Notation One (ASN.1).

2-11 CCITT Recommendation X.209 (1988), Specification of Basic Encoding Rules for
Abstract Syntax Notation One (ASN. 1).

2-12 1SO 8825: 1990, Information technology - Open Systems Interconnection - Specification
of Basic Encoding Rules for Abstract Syntax Notation One (ASN. 1).

2-13 ITU-T Recommendation X.264 (1993), Transport protocol identification mechanism.

2-14 I1SO/IEC 11570: 1992, Information technology - Telecommunications and information
exchange between Systems - Open Systems Interconnection - Transport protocol
identification mechanism.

2-15 ISO/IEC 9834- 1: 1993, Information technology - Open Systems Interconnection -
Procedures for the Operation of OSI Registration Authorities: General Procedures.

2-16 ISOIIEC 9834-3: 1990, Information technology - Open Systems Interconnection -

Procedures for the Operation of OSI Registration Authorities - Part 3: Registration of Object
identifier component values for joint ISO-CCITT use.
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1 - Asymmetric

2 - Ciphertext

3 - Cleartext

4 - Data Integrity

5 - Denial of Service

6 - Cryptoperiod

7 - In-band protocol mechanism
8 - Out-band protocol mechanism
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- Pairwise key

- Secret key

- Reflection protection

- Security association

- Attributes

- Security Encapsulation Transport Protocol Data Unit
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DST-REF
DT TPDU
ED TPDU
ED-TPDU-NR
ER TPDU
LI

NC

SN
SRC-REF
TC
TPDU

TPDU-NR

CBTSS

Conf_no
Conf_yes
DEK
GTSS

ICV

Integ — no
Ineteg_yes
KEK
KEY-ID

Kg-esp

Kg-esp-sr

Destination Reference (field)

Data TPDU

Expedited Data TPDU

Expedited Data TPDU number (field)
Error TPDU

Length Indicator (field)

Network Connection

Sequence Number

Source Reference (field)

Transport Connection

Transport protocol data unit

DT TPDU number (field)
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Connection
Service

Based Transport

Confidentiality is not to be provided
Confidentiality is to be provided
Data Encipherment Key

General Transport Security Service
Integrity Check Value

Integrity is not to be provided
Integrity is to be provided

Key Encipherment Key

Key Identifier

A separate cryptographic key is used for

each end System pair

A separate cryptographic key is used for
each end System pair and security level set

Security
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Kg_tc

LABEL
LLSG
LME
MAC
MDC
NLSP
NSAP
NSDU
PAD

Ppl- abs

Ppl_pres

SA-P
SE TPDU

TLSP

A separate cryptographic key is used for
each Transport connection

Security Label

Lower Layer Security Guidelines
Layer Management Entity
Message Authentication Code
Manipulation Detection Code
Network Layer Security Protocol
Network Service Access Point
Network Service Data Unit
Padding (field)

Security Label never used on TPDUs

Security Label used on every TPDU

Security Association - Protocol
Security Encapsulation TPDU

Transport Layer Security Protocol
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1 - Peer entity authentication
2 - Data origin authentication
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1 - Access control service

2 - Connection confidentiality

3 - Connectionless confidentiality

4 - Connection integrity with recovery
5 - Connectionless integrity

6 - Monitoring

7 - Passive

8 - Replay
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1 - Interoperability
2 - Security associations and attributes
3 - Security Association identifier
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- Mannual exchange

- Agreed Set of Security Rules
- Third parties

- Lifetime

- Timeout

- Frozen

- Boolean
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