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1 - International Organization for Standardization

2 - International Electrotechnical Commission

3 - International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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- Confidentiality
- Integrity

- Availability

- Non-repudiation
- Accountability

- Authenticity

- Reliability
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1- VPN
2 -Informatin security



S ibwero!l 1Y Cond —OleMbl (65908 Al Cadol — ol (4908 — SileMbl 6 ,9U8
ol g0 3lg,50 3l eolaw! b bl

O Al gdun )
@ lizes glasl g adlie 5l cusel slaojly o calitrs yaid IS g0 s (o o lailiwsl ) cpgas 5l Bun
S o0 dtd el 03,0 (g, 5 B sl 1) ale sl s (rizren cenl (el 03y 0 (55 Lese
ISO/IEC 3l cad (sl az g5 (go0gume | caiiS o oolaiw] spolie (508 5| ozl \u;‘:,ﬂ slo,lgs ax 31
ISO/IEC | cond ol (sl a5 Glblbre oS coi Jos cinl s03l9,0 lsicas |5 s 7,15 18028
0§ b LS5 o Slea_max55 | a5 18028

5 il ) M (5l ol B g ASe i g o bl by o (M) (615l )3 ke

J—e Glgea o i PREReRt

O 4 aS Aed o &l ‘S{Lo.&‘) ‘_,’.......ol 03lg,0 & lp g loxe wb,o&;_.,ual Slp )l 4SS o
sl il (el slasaioili b gllas cazg

llealse ¥
el 00 ool gl Ly T ay ol (e s sl ol oo o a5 col Sl 58e sl ) solil] Sl
Sgdsr wgmra olpl (o ol nl 5l S5 Slyke ol o B e
ol o o, kos o g Laasd ol wil sas ools gls )l JLal o)l S3L (5,00 4 45 Jyg0,0
oads ools gl )| lo oyl @ Lacs! b S0 e aS (Il 0550 10 s ol o o lasbial ol i o g0
el 185890 oy | o sloasdol g ooz o5 o)lges il
el ol 1 S biwl ol sl s @ lye ) oslazal

2-1  ISO/IEC 18028-4:2005, Information technology — Security techniques — IT network

security — Part 4:Securing remote access

Gyl cwbMas! ¥
139,50 54y 50 edd astine ()l g OlMasl o laiteul pl o
-y
" e
@iol> Jdo b 0,8 1,8 alas 0,90 4l 5 Sledbl saiboln SO cl Ko 45 a2 o (yLid €593
Al s 5 ee 10 (69,8 Gl b cllSl

1- Firewalls
2- Alert
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- Attacker

- Audit

- Compliance and Conformity
- Audit logging

- DMZ (Demilitarised Zone)
- Screened sub-net

- Security buffer zone

- Filtering
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1- Information Security Incident
2- Intrusion

3- Intrusion Detection

4- Exploited

5- IDS
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- Transmission Control Protocol
- User Datagram Protocol

- Hypertext Transfer Protocol

- privacy

- Remote Access

- Router

- Security Dimension
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1- Security Domain
2 -Switch
3- Spoofing
4- Switch
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6- Tunneling



API
BGP
DLL
ICMP
IDP
NFS
NIS
NNTP
NTP
OSPF
RIP
RPC
SHTTP
SOAP
S/IMIME

SPAN
TCP-SYN

V.35

WAIS
X.11
XML

Application Program Interface
Border Gateway Protocol
Dynamic Link Library

Internet Control Message Protocol
Intrusion Detection Prevention
Network File Transfer

Network Information System
Network News Transfer Protocol
Network Time Protocol

Open Shortest Path First

Routing Information Protocol
Remote Procedure Call

Secure Hypertext Transfer Protocol
Simple Object Access Protocol
Secure Multipurpose Internet Mail
Extensions protocol

Switched Port Analyzer

Transmission Control Protocol,
SYNchronisation

high-speed synchronous data exchange

protocol

Wide Area Information Service
graphical user interface protocol

Extensible Mark-up Language
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1- Proxy
2- Header
3- Internet Protocol
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1- Hackers

2- NAT (Network Address Translation)
3- Hiding

4- Bastion
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1- File Transfer Protocol (FTP)

2- Scanner

3- Installations

4- Simple Mail Transport Protocol (SMTP)
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6- Monitor

7- Man In the Middle

8- Scenario
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1- DOS
2- Screening Router
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1- Platform
2- Configuration
3- Administration
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