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If the TOE is a standalone TOE (i.e. not a distributed TOE) the option "The TOE shall consist
of a single standalone component that stores audit data locally' shall be selected.
If the TOE is a distributed TOE the option 'The TOE shall be a distributed TOE that stores
audit data on the following TOE components: [assignment: identification of TOE components]'
shall be selected and the TOE components which store audit data locally shall be listed in the
assignment. Since all TOEs are required to provide functions to store audit data locally this

option needs to be selected for all distributed TOEs. In addition, FAU GEN EXT.1 and
FAU STG EXT.3 shall be claimed in the ST. If the distributed TOE consists only of
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components which are storing audit data locally, it is sufficient to select only the option 'The
TOE shall be a distributed TOE that stores audit data on the following TOE components:
[assignment: identification of TOE components] and add FAU GEN EXT.1 and
FAU STG EXT.3.

If the TOE is a distributed TOE and some TOE components are not storing audit data locally,
the option 'The TOE shall be a distributed TOE with storage of audit data provided externally
for the following TOE components: [assignment: list of TOE components that do not store
audit data locally and the other TOE components to which they transmit their generated audit
data]' shall be selected in addition to the option "The TOE shall be a distributed TOE that stores
audit data on the following TOE components: [assignment: identification of TOE
components]. In that case FAU STG EXT.4 shall be claimed in the ST in addition to
FAU GEN_EXT.1 and FAU STG_EXT.3. For the option 'The TOE shall be a distributed TOE
with storage of audit data provided externally for the following TOE components: [assignment:
list of TOE components that do not store audit data locally and the other TOE components to
which they transmit their generated audit data]' the TOE components that to not store audit data
locally shall be mapped to the TOE components to which they transmit their generated audit
data.

For distributed TOEs this SFR can be fulfilled either by every TOE component storing its own
security audit data locally or by one or more TOE components storing audit data locally and
other TOE components which are not storing audit information locally sending security audit
data to other TOE components for local storage. For the transfer of security audit data between
TOE components a protected channel according to FTP ITC.1 or FPT ITT.1 shall be used.
The TSS shall describe which TOE components store security audit data locally and which
TOE components do not store security audit data locally. For the latter, the TSS shall describe
at which other TOE component the audit data is stored locally.
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RFC 5647 only applies to the RFC compliant implementation of GCM; a TOE that only implements
the “@openssh.com” variant of GCM should not select 5647. aes*- gcm@openssh.com is specified
in Section 1.6 of the OpenSSH Protocol Specification (https://cvsweb.openbsd.org/cgi-
bin/cvsweb/src/usr.bin/ssh/PROTOCOL ?rev=1.31).
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It is recommended to configure the TOE to reject presented RSA keys with a key length below
2048 bit. RFC 8332 specifies the use of rsa-sha2-256 or rsa-sha2-512 in SSH.
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It is recommended to configure the TOE to reject presented RSA keys with a key length below
2048 bit. RFC 8332 specifies the use of rsa-sha2-256 or rsa-sha2-512 in SSH
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