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RFC 4492 U &l TLS ECDHE RSA WITH AES 256 CBC SHA o
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RFC 5246 L sl TLS RSA WITH AES 128 CBC SHA256 o
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RFC 5246 U @l TLS DHE RSA WITH AES 256 CBC_SHA256 o
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RFC 3268 b slko TLS RSA WITH AES 128 CBC SHA o
RFC 3268 b :UaTLS RSA WITH AES 256 CBC SHA o
RFC 3268 b @bwTLS DHE RSA WITH AES 128 CBC SHA o
RFC 3268 b a:UeTLS DHE RSA WITH_AES 256 CBC_SHA o
RFC 4492 b 3:UWLeTLS ECDHE RSA WITH AES 128 CBC SHA o
RFC 4492 U @&l TLS ECDHE_RSA WITH_AES 256 CBC_SHA o
RFC 4492 | @slkw TLS ECDHE ECDSA WITH AES 128 CBC SHA o
RFC 4492 U gl TLS ECDHE_ECDSA_WITH_AES 256 CBC_SHA o
RFC 5246 U @llw TLS RSA WITH_AES 128 CBC SHA256 o
RFC 5246 L @sllw TLS RSA WITH AES 256 CBC SHA256 o
RFC 5246 U @lao TLS DHE RSA WITH_AES 128 CBC_SHA256 o
RFC 5246 L @lao TLS DHE RSA WITH_AES 256 CBC_ SHA256 o
RFC 5288 U lao TLS RSA WITH AES 128 GCM SHA256 o
RFC 5288 U @l TLS RSA WITH_AES 256 GCM_SHA384 o
RFC 5288 L é.al.‘a.o TLS DHE RSA WITH AES 128 GCM SHA256 o
RFC 5288 U gilae TLS DHE RSA WITH AES 256 GCM SHA384 o
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RFC 5289 U :lae TLS ECDHE ECDSA WITH AES 128 CBC SHA256 o
RFC 5289 U @l TLS ECDHE ECDSA WITH AES 256 CBC SHA384 o
RFC 5289 U :lae TLS_ECDHE_ECDSA_WITH_AES_128 GCM SHA256 o
RFC 5289 U @l TLS ECDHE ECDSA WITH AES 256 GCM SHA384 o
RFC 5289 U :lae TLS ECDHE RSA WITH AES 128 GCM_SHA256 o
RFC 5289 U ilao TLS ECDHE RSA WITH AES 256 GCM SHA384 o
RFC 5289 U &:lae TLS ECDHE RSA WITH AES 128 CBC SHA256 o

RFC 5289 L &l TLS_ ECDHE_RSA_WITH_AES 256 CBC_SHA384 o
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RFC 5647 only applies to the RFC compliant implementation of GCM; a TOE that only implements

the “@openssh.com” variant of GCM should not select 5647. aes*- gcm@openssh.com is specified

in Section 1.6 of the OpenSSH Protocol Specification (https://cvsweb.openbsd.org/cgi-
bin/cvsweb/src/usr.bin/ssh/PROTOCOL ?rev=1.31).
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It is recommended to configure the TOE to reject presented RSA keys with a key length below
2048 bit. RFC 8332 specifies the use of rsa-sha2-256 or rsa-sha2-512 in SSH.
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[RFC 3268 L :llas TLS_RSA_WITH_AES_128_CBC_SHAl o
RFC 3268 L &UsTLS_RSA_WITH_AES_256_CBC_SHA o
RFC 3268 L, 5l TLS_DHE RSA_WITH_AES_128 CBC_SHA o
RFC 3268 | 5. TLS_DHE_RSA_WITH_AES_256 CBC_SHA o
RFC 4492 |, 5 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA o
RFC 4492 | &U..TLS ECDHE RSA WITH_AES 256 CBC_SHA o
RFC 4492 |, 5. TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA o
RFC 4492 |, 5. TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA o
RFC 5246 |, 5. TLS_RSA_WITH_AES_128_CBC_SHA256 o
RFC 5246 |, 5:\lTLS_RSA_WITH_AES_256_CBC_SHA256 o
RFC 5246 |, 5. TLS DHE_RSA_WITH_AES_128 CBC_SHA256 o
RFC 5246 |, 5. TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 o
RFC 5288 L @las TLS_RSA_WITH_AES_128 GCM_SHA256 o
RFC 5288 L &las TLS_RSA_WITH_AES_256_GCM_SHA384 o
RFC 5288 L @l TLS DHE RSA WITH_AES 128 GCM_SHA256 o
RFC 5288 b @lke TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 o
RFC 5288 L @l TLS DHE RSA WITH_AES 128 GCM_SHA256 o
RFC 5288 b @l TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 o
RFC 5289 |, 5:llae TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 o
RFC 5289 L 3:UTLS ECDHE ECDSA WITH_AES 256 CBC_SHA384 o
RFC 5289 L U~ TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 o
RFC 5289 L s:lae TLS ECDHE_ECDSA_WITH_AES 256 _GCM_SHA384 o
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RFC 5289 |, 3leTLS ECDHE RSA WITH AES 256 GCM SHA384 o
RFC 5289 | slle TLS_ECDHE_RSA_WITH_AES_128 CBC SHA256 o
RFC 5289 | lle TLS_ECDHE_RSA WITH AES 256 CBC SHA384 o
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ffdhe2048 .secp521rl «secp384rl «secp256rl :bxl] gl NIST curve ol a2 4 |, Elliptic Curves Extension
[s,508 soxie gud g om0 @il [ ffdhe8192 ffdhe6144 ffdhe4096 ffdhe3072

180y, ST

Ll ol o i 51000 i b SO Ol il sadb okl ggam e, sacgazs FCS_TLSC_EXT.1.1 o 31
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Cu g2 3l 4> [TLS Client JsG g wlol 1 VY

Pl el | ol o o
FCS_TLSC_EXT.2.1 Y Cugn |l /TLS Client JsG g 9 Slol I \FY
Dled olatiy 48 bgs Cugn 5>l 51 X509V aslialss 5l solatwl b b obs,l Boa el algs
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el ob | el o ,lo
FCS_TLSS_EXT.1.1 Y TLS Server JSG gy ool I \FY
ol g Wl gilwosls |, [TLSI.1 (RFC4346) [TLS 1.2 (RFC5246) bl wb obj,) Soe sl wlgs

les gloiiy 13 e, asgems 3l ool Sbj )l Bas ciusl lgi (g5lwesly lei o) 1, ;K50 SSL g TLS (slaaseus

o]
RFC 3268 L &lle TLS RSA WITH_AES 128 CBC_SHA o
RFC 3268 L 3leTLS RSA WITH_AES 256 CBC SHA o
RFC 3268 |, 3leTLS DHE RSA WITH AES 128 CBC SHA o
RFC 3268 |, 3:leTLS DHE RSA WITH AES 256 CBC SHA o
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RFC 4492 | 3. TLS ECDHE RSA WITH AES 128 CBC SHA o
RFC 4492 | 3.sTLS ECDHE RSA WITH AES 256 CBC SHA o
RFC 4492 |, 3.sTLS ECDHE ECDSA WITH AES 128 CBC SHA o
RFC 4492 | 3UsTLS ECDHE ECDSA WITH AES 256 CBC SHA o
RFC 5246 | 3l.sTLS RSA WITH AES 128 CBC SHA256 o
RFC 5246 | 3UsTLS RSA WITH AES 256 CBC SHA256 o
RFC 5246 | 3UsTLS DHE RSA WITH AES 128 CBC_ SHA256 o
RFC 5246 | 5lasTLS DHE RSA WITH AES 256 CBC_SHA256 o
RFC 5288 L, 5\l TLS RSA WITH AES 128 GCM SHA256 o
RFC 5288 | 3l.sTLS RSA WITH AES 256 GCM SHA384 o
RFC 5288 U @lko TLS DHE RSA WITH AES 128 GCM SHA256 o
RFC 5288 U @slke TLS DHE RSA WITH_AES 256 GCM_SHA384 o
RFC 5289 |, 5\l TLS ECDHE ECDSA WITH AES 128 CBC SHA256 o
RFC 5289 | 3\L.TLS ECDHE ECDSA WITH AES 256 CBC SHA384 o
RFC 5289 |, 5\l TLS ECDHE ECDSA WITH AES 128 GCM SHA256 o
RFC 5289 |, gl TLS ECDHE ECDSA WITH AES 256 GCM SHA384 o
RFC 5289 |, 5lasTLS_ECDHE RSA WITH AES 128 GCM SHA256 o
RFC 5289 |, 3. TLS ECDHE RSA WITH AES 256 GCM SHA384 o
RFC 5289 |, 3\l TLS ECDHE RSA WITH AES 128 CBC SHA256 o
RFC 5289 |, 3. TLS ECDHE RSA WITH AES 256 CBC SHA384 o
I
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