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1 Security audit data generation (FAU_GEN)
2 Security audit analisys (FAU_SAA)

3 Security audit review (FAU_SAR)

4 Security audit event selection (FAU_SEL)
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1 Security audit event storage (FAU_STG)
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1 Access control policy(FDP_ACC)
2 Information flow control policy(FDP_IFC)
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1 Access control functions(FDP_ACF)

2 Information flow control functions(FDP_IFF)
3 Internal TOE transfer(FDP_ITT)

4 Residual information protection(FDP_RIP)

5 Rollback(FDP_ROL)

6 Stored data integrity(FDP_SDI)

7 Offline

8 Data authentication(FDP_DAU)
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1 Export from the TOE(FDP_ETC)

2 Import from outside of the TOE(FDP_ITC)

3 Inter-TSF user data confidentiality transfer protection(FDP_UCT)
4 Inter-TSF user data integrity transfer protection(FDP_UIT)

5 Subject
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1 Specification of Management Functions (FMT_SMF)
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1 Confidentiality of exported TSF data (FPT_ITC)
2 Integrity of exported TSF data (FPT_ITI)
3 Internal TOE TSF data transfer (FPT_ITT)
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1 TSF physical protection (FPT_PHP)
2 Trusted recovery (FPT_RCV)
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1 Replay detection (FPT_RPL)

2 State synchrony protocol (FPT_SSP)
3 Time stamps (FPT_STM)

4 Inter-TSF TSF data consistency
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1 Testing of external entities(FPT_TEE)
2 Internal TOE TSF data replication consistency(FPT_TRC)
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1 TSF self test(FPT_TST)
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